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Patent Claims 

! . Method for encoding a digital message upon employment of an encoding 

fthmat of a network protocol, 

. \ whereby the message is encoded to form an encoded message upon 
emplo\ent of the encoding format of the network protocol; 

\hereby the encoded message is subjected to at least one cryptographic 

process; and \ 

whe\y the cryptographically processed message is encoded upon 
employment of theWoding format of the network protocol 
2 . Method foWoding a digital message thaHs^nt in an encoding 

format of a network protocol, / J|f / 

whereby the mesWe is decoded accoidU to^enpdlng format of the 

network protocol; \ 

whereby the decoded Wographically processed message is subjected to 

a cryptographic process inverse rela\e to the at least one cryptographic process; and 

whereby the inversely cryp^gr aphically processed message is decoded 
according to the encoding format of the neW protocol. 

3 Method for encoding a digital meW, for transmission of the message 

from a first computer unit to a second computeVit and for decoding the message, 
whereby the following steps are imputed in the first computer unit: 
the message is encoded into an encoded message upon employment of an 

encoding format of a network protocol; \ 

the encoded message is [...] to at least one crypWaphic process; 
the cryptographically processed message is encodW>on employment of 
the encoding format of the network protocol, \ 

whereby the encoded, cryptographically processed messW is transmitted 
from the first computer unit to the second computer unit, \ 

whereby the following steps are implemented in the second coWer unit: 
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\- the received message is decoded according to the encoding format of the 

network protocol; 

- \ the decoded, cryptographically processed message is subjected to a 
cryptographic process inverse relative to at least one cryptographic process; and 
5 \the inversely cryptographically processed message is decoded into the 

digital message according to the encoding format of the network protocol. 

4. Method according to claim 3, 
whereby the digital message contains a request for implementation of a 

prescribable action;\ 

x o . whereby thk requested action isydmpleme^ted in the second computer unit; 

and \ 

whereby the restfk of the actio^ in the j&fynd computer unit is sent to the 

first computer unit in a reply message. 

5 . Method according to claim 3 

! 5 . whereby the digital message contains a request for implementation of a 

prescribable action; \ 

whereby the requested action issimplemented in the second computer unit; 

whereby a reply message that contains a result of the action is formed in 
the second computer unit; \ 
2 o - whereby the reply message is encoded V the second computer unit 

according to the encoding format of the network protVol; 

whereby the reply message is subjected to atSteast one cryptographic 
process in the second computer unit; \ 

whereby the cryptographically processed reply message is stored in the 

2 5 second computer unit; \ 

whereby a fetch message is encoded in the first computer unit according to 
the encoding format of the network protocol, the cryptographically processed reply 
message being requested from the second computer unit therewith; \ 
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whereby the fetch message is transmitted from the first computer unit to 
^second computer unit; 

whereby the fetch message is received by the second computer unit; 
whereby the cryptographically processed reply message is encoded 
according the encoding format of the network protocol; and 

vhereby the encoded, cryptographically processed reply message is 
transmitted froin the second computer unit to the first computer. 
6. Method according to claim 3, 

wherebysthe digital message contains a request for implementation of a 

1 0 prescribable action; 

whereby the requested action is implemented^ the second computer unit; 
whereby a replyWssage that contains a resiflt of the action is formed in 

the second computer unit; 

whereby the reply message is encoded in the second computer unit 
1 5 according to the encoding format ofShe network protocol; 

whereby the reply message\ subjected to at least one cryptographic 
process in the second computer unit; 

whereby the cryptographically processed reply message is encoded 
according to the encoding format of the networlWotocol; and 
2 o - whereby the encoded, cryptographicallV processed reply message is 

transmitted from the second computer unit to the firstseomputer unit. 
7. Method according to one of the claims 2 thrCmgh 6, whereby the 

cryptographically processed reply message is stored in a ir^nagement information 
base (MIB) in the second computer unit. 
25 8. Method according to one of the claims 1 through 4, Vhereby the simple 

network management protocol version 1 (SNMPvl) is employed ^network protocol. 
9. Method according to claim 8, 

whereby a set request is formed in the first computer unit i\the encoding 
of the cryptographically processed message; and 
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whereby the se, request is transmitted from the firs, computer unit to the 
seconckcomputer unit. 

10. \ Method according to claim 8 or 9, 

^hereby a get request is employed as fetch message; 

!by a get response is formed in the encoding of the requested, 
cryptographicaV processed reply message. 

! X MethXaccording to one of the claims 4 through 1 0, whereby an 

.formation query >ran information indication of the second computer umt ,s 

transmitted as action. . ^_ \ _ - 

Apparatus .1** a. leas, one commit tha, ,s confined such 
th a, th e method according \one of the Cairns through . can be indented. 
13 Apparatus for enc\ing a digital trfssagc unemployment of an 

\ i A at ipatt fhe following components: 
encoding format of a network prWol. comprWaUe/t fl^foUo,g P 

a firs, means for encodlw the digitalnwige upon employment of the 
encodingformatofu.enc^orkpro.Xo.toformancncodedmessage 

a second means for the cryp\graphic processing of me encoded message, 
a third means for encoding meW-graphically processed message upon 
employment of the encoding format of the network protocol. 
M Apparatus for decoding a digital mW that is present in an encodmg 

forma, of a network protocol, comprising at leasee following components: 

a fifth means for receiving the encoded^ryptographically processed 
message from the first computer unit; 

a sixth means for decoding the received meW v™*** ,0 te 
encodingformatofthenetworkprotocol; 

a seventh means for the inverse cryptographic processing of the decoded, 
cryptographically processed message; and 

an eighth means for the decoding of the inversely cryptograph^ 
processed message according to the encoding forma, of the network protocol. 
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Apparatus for encoding a digital message, for transmission of the message 
frotoi a first computer unit to a second computer unit and for decoding the message, 
whereby a first computer unit is provided that comprises at least the 

following components: 

a first means for encoding the digital message upon employment of an 
encoding format of a network protocol to form an encoded message, 

asecond means for the cryptographic processing of the encoded message, 
a thnd means for encoding the cryptographically processed message upon 
employment of th\encoding format of the network protocol, 

a fourth rkeans for sending the encoded cryptographically processed 



Lputer unit; 
that comprises at least the 



message from the first Computer unit to the secprfa cC 

whereby a second computer uniyis provide 
following components: 

a fifth means for reviving the ^ncod^^cryptogr^)hically processed 

message from the first computer unit, 

a sixth means for decoding the received message according to the 
encoding format of the network protocol, 

a seventh means for the inver^ cryptographic processing of the decoded, 
cryptographically processed message, and 

an eighth means for decoding the iiWersely cryptographically processed 
message according to the encoding format of the \etwork protocol. 

16. Apparatus according to claim 13 or 15, ^hereby the first means is 
provided as third means. 

17. Apparatus according to claim 14 or 15, whereby the sixth means is 
provided as eighth means. 

18. Apparatus according to one of the claims 15 through 17 
whereby the digital message contains a request for implementation of a 

prescribable action; 
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- \ whereby a ninth means for the implementation of the requested action is 
provided in the second computer unit; and 

\ whereby a tenth means is provided in the second computer unit for 
sending theVesult of the action to the first computer unit. 
19. Apparatus according to one of the claims 15 through 18 

whereby the digital message contains a request for implementation of a 

prescribable action\ 

whereby aSninth means is provided in the second computer unit for the 

implementation of the requested action; 

whereby an eleventh means is provided in thd second computer unit for 
forming a reply message thaWntains a resutf of the acfflbn; 

whereby a twelfth ikeans is provided in thelecond computer unit for 
encoding the reply message according to the dftcedmg fohnat^flte network protocol; 

whereby a thirteenth mqns is provided in the second computer unit for 
processing the reply message with at Wt one cryptographic process; 

whereby a fourteenth means is provided in the second computer unit for 
storing the cryptographically processed repiv message; 

whereby a fifteenth means is provided in the first computer unit for 
forming and encoding a fetch message according to the encoding format of the 
network protocol, with which the cryptographicalW processed reply message is 
requested from the second computer unit; \ 

whereby a sixteenth means is provided in the first computer unit for 
sending the fetch message from the first computer unit to the second computer unit; 

whereby a seventeenth means is provided in the second computer unit for 

receiving the fetch message; \ 

whereby an eighteenth means is provided in the second computer unit for 
encoding the cryptographically processed reply message requested in the fetch 
message according to the encoding format of the network protocol Void 
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\ whereby a nineteenth means is provided in the second computer unit for 

seeding the encoded, cryptographically processed reply message from the second 
computer unit to the first computer unit. 

20. \ Apparatus according to one of the claims 15 through 18 

\ whereby the digital message contains a request for implementation of a 

prescribable action; 

whereby a ninth means is provided in the second computer unit for the 

implementatioiW the requested action; 

wheretw an eleventh means is provided in the second compute unit for 
formation of a reply^nessage that contains a^esnH^of the action; 

whereby atwleveth means is/provided iii the second computer unit for 
encoding the reply messW according/o the encodfflg format of the network protocol; 

whereby a thirteenth meaifc is provide^Jin the second^computer unit for 
processing the reply messagtfwith at l^rtor^ryp^^ 

whereby an eighteenth means is provided in the computer unit for 
encoding the cryptographically processed reply message according to the encoding 
format of the network protocol; and\ 

whereby a nineteenth mea^s is provided in the second computer unit for 
sending the encoded, cryptographically Vocessed reply message from the second 
computer unit to the first compute unit. \ 

21 . Apparatus according to claim 19W 20, whereby the fourteenth means is 
fashioned such that the cryptographically processed reply message is stored in a 
management information base (MIB). \ 

22. Apparatus according to one of the claiins 13 through 21 that is fashioned 
such that the simple network management protocolVersion 1 (SNMPvl) is employed 
as network protocol. \ 

23. Apparatus according to claim 13 or 15, \ 

that is fashioned such that the simple networlWanagement protocol 
version 1 (SNMPvl) is employed as network protocol; an<K 
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whereby the third means for encoding the cryptographically processed 
message iWashioned such that a set request is formed in the encoding of the 
cryptographically processed message. 

24. Apparatus according to claim 22 
wherebWhe fifteenth means for forming and encoding the fetch message 

is fashioned such that asget request is formed; 

whereby the eighteenth means for encodklglh^ryptographically 
processed reply message requested in the fetch message is fashioned such that a get 
response is formed. 

25 . Apparatus according to \ie of the clkims 1 ^ihLngh 24, whereby an 
information query and/or an information particular of the secsiid-edmputer unit is 
provided as action. 

26. Apparatus according one of the c^ms 12 through 25, whereby the second 
means, a third means and the fourth means are i^hioned together as a first proxy 
agent; and/or 

whereby the fifth means, the sixth means and the sevei^h means are fashioned 
together as a second proxy agent. 

27. Communication system having a manager of a communication network 
and an intermediate manager of a communication network thatWploys the 
communication network and offers further services that proceed bdwnd the services 
offered by the communication network to customers, comprising a coh^uter system 
according to one of the claims 13 through 26. 



